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[bookmark: _Toc462478989]Abstract of the contribution: This contribution proposes updates to resolve part of EN in solution 12.
1	Discussion
This contribution provides a couple of updates to clarify the following:
1. revise editor’s note reference to “key orchestration” as the method uses standard TLS mechanisms.
2. how Obfuscated codes (OFC) can be used without revealing any information in frequency analysis, 
OFCs are established between AS – 5GC using a secure TLS connection and key management (or key orchestration) for this connection uses standard mechanisms for TLS. No changes in this regard proposed in this solution. The solution still needs a security evaluation, and that part of the editor note is retained. The first proposal is to revise the editor’s note as follows:
Editor's note:	SA WG3 should check the proposed use of Obfuscated Codes and key orchestration.
Since OFCs are 128-bit random numbers that are cryptographically generated by the AS, it is inherently secure when sent on the wire. The main concern is that the frequency of the OFCs can be used to detect a pattern that inadvertently discloses some information about the media. The solution has already proposed multiple OFCs per metadata setup, but to remove the possibility of frequency analysis, the revision below proposes to use a shuffle of the OFCs used for each flow to get a random permutation. Fisher-Yates shuffle is a simple and commonly used method to achieve it. In addition, the number of codes assigned per metadata should be proportional to the expected use. These will result in a flat frequency on the wire and a different sequence for different flows for the same media, from the same AS and would deny any opportunity for frequency analysis. The proposed update in 6.12.3.2 is:
“The set of OFC assigned should be proportional to the planned frequency of use of that metadata. In addition, the codes are shuffled for each flow to get a random permutation (e.g., Fischer-Yates shuffle). This combination results in the same number of codes on the wire (i.e., a flat frequency line), a different sequence for different flows for the same media, from the same AS and thus prevents metadata information disclosure based on frequency analysis.”

[bookmark: _Toc510607461]		* * * * 1st Change (revision marked) * * * *
[bookmark: _Toc160460595]6.12	Solution #12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
[bookmark: _Toc160460596]6.12.1	Key Issue mapping
This solution addresses aspects of:
	Key Issue #2: PDU set information identification in an end-to-end encryption scenario.
	Key Issue #4: Identify multiplexed traffic flows in QUIC (note: QUIC streams/identifiers are fully encrypted)
	Key Issue #5: Identify what characteristics are dynamically changed.
[bookmark: _Toc160460597]6.12.2	Description
Some or all information needed for classifying into PDU sets are not available in media packets with encrypted payloads and headers (or header extensions). In this solution, the media server (or AS) provides explicit information for characterizing the media payload in the packet. In addition to encrypted headers/media payloads, media traffic characteristics may change dynamically, or a single transport connection may carry multiple encrypted streams (e.g. RoQ [8] with encrypted QUIC stream headers). For media transports with partially encrypted headers (e.g. SRTP [5], RTP cryptex [7], extension headers [10] that SA4 defines), the stream information (e.g. SSRC, payload type) is not encrypted but information to characterize into PDU sets is not available in the partially exposed header.
This solution proposes per-packet obfuscated metadata (OFC) between media server and UPF to balance the requirements of privacy of sensitive metadata in transit and simple lookup at UPF. The solution uses a configuration phase to setup OFCs to be later used for all media flow packets in the data transmission phase.
In a configuration phase, the media server derives multiple sets of "obfuscated codes" (OFC) /128-bit random codes corresponding to different levels of {importance, delay tolerance, start/middle/end}. The media server provides multiple sets of OFCs/metadata associations to 5GC using a secure TLS connection (i.e. AF  5GC NEF/PCF). These OFCs represent categories of metadata for different levels of importance, delay tolerance, start/middle/end that the media server intends to send in per-packet media flow metadata. These OFCs can be used for all media flows from the application domain/media server to a 5GC since they represent categories of information between application domain and 5GC.
In the second/media data transmission phase, each packet carries media payload and metadata with OFC and non-sensitive fields. In this way, per-packet lookup of metadata at UPF is a simple match of OFC to configured {importance, delay tolerance, start/middle/end}. Multiple OFCs configured for each set of {importance, delay tolerance, start/middle/end} and used in a random sequence prevents an observer on N6 path from detecting any useful information using frequency of OFCs. The OFC along with burst size (may span more than one MDU), sequence number and timestamp are provided in-band/per-packet. An authenticated digest of all metadata (UDP option AUTH) allows the UPF to detect unauthorized modification on path (N6).
The above two-phase approach provides privacy of metadata and OFCs during the configuration phase using TLS and the privacy of sensitive metadata on N6 path in per-packet UDP option metadata. Detection of any metadata modification on N6 path is provided using a digest with UDP option AUTH [21]. The lookup of metadata at the UPF is simple match of OFC with pre-configured information and no need to decrypt per packet. Since OFCs can be associated to any set of metadata in the configuration phase, the same mechanism can be used to create obfuscated codes for MDU/PDU set identification or for classifying multiplexed streams.
The procedures in clause 6.12.3.1 provide an overview of the E2E sequence of operations, the configuration/pre-session setup of OFC and in-session OFC metadata exchange. Clause 6.12.3.2 outlines the metadata parameters and associated obfuscated codes, clause 6.12.3.3 provides the details of configuring obfuscated codes. Clause 6.12.3.4 provides details of how the metadata is provided per-packet and clause 6.12.3.5 gives some details on how the OFC metadata can be used to classify into PDU sets.
[bookmark: _Toc160460598]6.12.3	Procedures
[bookmark: _Toc160460599]6.12.3.1	E2E Sequence of Operations 
This sequence of operations consists of a configuration phase where the media server derives multiple sets of "obfuscated codes" (OFC) /128-bit random codes corresponding to different levels of {importance, delay tolerance, start/middle/end} or relative priority of streams. The OFC are configured between two domains and used to mark all media flow packets in the data transmission phase along with burst/sequence number and timestamp. Thus, there is no additional media session setup delay initially or during handovers where IP address change.


Figure 6.12.3.1-1: Initial configuration and per-packet metadata
Figure 1 provides the sequence of operations to configure and send per-packet obfuscated metadata. Step 1 covers the configuration of multiple sets of OFC which are subsequently used by the media server in step 4 to add OFC/metadata corresponding to the content of the media packet:
1.	[OFC configuration: AF - NEF/PCF] The AF configures application metadata and its association to obfuscated codes (OFC). This would be addition to procedures in clause 4.15.6.6 of TS 23.502 [3].
	The OFC/associated metadata are setup using secure HTTPS/TLS protocol exchange that ensures the privacy of the privacy of the data exchange. The data that is exchanged is described in clause 6.12.3.2 and the details of the configuration are in clause 6.12.3.3.
	The OFCs configured here include the set of {importance/delay tolerance/start/end} and can be used to mark all the media packets from the application network.
2.	[PDU Session Establishment: UE - 5GC] The UE sets up a PDU session capable of handling XRM using the procedures described in clause 4.3.2.2.1 of TS 23.502 [3].
	In addition, the sets of OFC/associated metadata corresponding to the Application Networks that are associated with the PDU session is sent by the SMF (PCF) to the UPF.
3.	[UE - Media Server: application signalling (e.g. SDP)] is used to setup the media session between the UE and media/application server. The application layer signalling between the UE and media server may negotiate use of metadata to enhance handling at the UPF on the terminating side (but out of scope of 3GPP specifications).
	When the transport between UE and media server is setup, the media server is ready to stream media.
4.	The media application packetizes the media to be streamed and adds the OFC + burst/sequence number/timestamp in UDP option in outer tunnel. The media payload and OFC metadata option, AUTH (digest of metadata) UDP option are sent to the UPF.
5.	The UPF inspects OFC metadata in the UDP option of outer tunnel, matches to the pre-configured application metadata which can then be used for mapping to PDU set on N3 (or stream priority if that was encoded in the OFC). In parallel, the UPF verifies the digest in AUTH to ensure that the metadata has not been modified on-path.
In an uplink scenario, a UE application is likely to use its own /application specific protocols on the uplink towards the application server. If the application uses OFC and UDP options instead, the sequence of operations here applies.
A UE-b (not shown in figure) sends uplink packets to media server to forward to UE (rx). UE-b and media server setup OFC/metadata similar to step 1/configuration phase. The OFCs negotiated between UE-b and media server are different codes from the OFCs between media server and 5GC. In the media transport phase from UE-b to UE (rx), the media server replaces the OFC metadata in the UE-b/media server segment with corresponding OFCs between media server/5GC while the E2E encrypted media payload is forwarded unchanged. Step 5 is the same for both scenarios.
[bookmark: _Toc160460600]6.12.3.2	Obfuscated Codes and Metadata
Obfuscated codes (OFC) are random numbers (128 bit) that are associated to sensitive application metadata. Application metadata consists of parameters that identifies the media data unit (MDU) to which the packet belongs and characterizes the QoS requirements on the network path that may be applied. A Media Data Unit (MDU) is group of packets that provides a unit of application information.
An MDU corresponds to a PDU set in this solution but is marked as "MDU" since an application does not have knowledge of 3GPP system concepts. A media application can provide this information to the transport layer via internal APIs from application to transport layers:
-	Importance: relative priorities of an MDU (e.g. RoQ [8], QUIC [11] use priority in scheduling streams),
-	Start/End markers for an MDU,
-	Delay Tolerance: whether the MDU can tolerate delay on the network path,
-	Burst Quantum: Quantized size of a burst of packets sent by the application/media server,
-	Sequence number: Monotonically increasing (not per MDU) and used to detect packet loss.
-	Timestamp: packet sending time, used to calculate jitter
Metadata that is sensitive include importance, start/end of MDU, relative priority/importance and delay tolerance. These are fields are obfuscated and configured by the application domain to 5GC. An example text-based coding is shown below for readability, but binary object representations may be used for efficiency.
{  "marker": ["start/end", "middle"],
   "importance": ["high", "medium", "low"], 
   "delay-tolerance": ["high", "low"],
     { "name": OFC-1,"obfuscated-code": 0x2a7b6a58fcd0049a0330ea7746baf01, 
       "marker" : "start/end" "importance": "high", "delay-tolerance": "low" }
     { "name": OFC-2, "obfuscated-code": 0xfba7763eda0050a0041dc1246dafc20, 
       "marker" : "middle", "importance": "high", "delay-tolerance": "low" }
 }

[bookmark: _Hlk161304358]The object encoding shows OFC-1 and OFC-2 with obfuscated code names, start/middle/end, importance, delay tolerance for each. In practice, multiple OFC codes corresponding to the same metadata should be used on the wire to avoid the possibility of observing the frequency /pattern of codes. The set of OFC assigned should be proportional to the planned frequency of use of that metadata. In addition, the codes are shuffled for each flow to get a random permutation (e.g., Fischer-Yates shuffle). This combination results in the same number of codes on the wire (i.e., a flat frequency line), a different sequence for different flows for the same media, from the same AS and thus prevents metadata information disclosure based on frequency analysis. An example with 5 OFC codes corresponding to a set of common metadata is shown in Figure 6.12.3.5-1 but in practice more codes per set of metadata may be used.
A burst of packets can naturally be observed on-path, and sequence number, timestamp change frequently and are not sensitive. Thus burst (size) quantum, sequence number and timestamp only need auth/MAC to detect modification on path. Sending a burst quantum provides a compact representation and can use a scale that satisfies radio scheduling and maximum burst sizes that an application server sends. For example, a uniform quantum size of 3Kbytes allows representing 3K * 256 using 8-bits, i.e. a burst size of 768 Kbytes. It should be noted that a single burst may span multiple MDUs (i.e. PDU sets) since it depends on pacing at the application server. For example, a transport layer pacer will smooth out the flow of packets onto the network, but bursts result due to large numbers of packets queued at the same time, overshoot in encoding, etc.
Obfuscated codes may similarly be used to identify/distinguish between different streams (e.g. QUIC for audio, video, etc. where stream headers are not observable by the UPF). An example text encoding for this is shown below:
 {  "streams": ["A", "B"],
    "importance": ["high", "low"], 
     { "name": OFC-11,"obfuscated-code": 0x2a7b6a58fcd0049a0330ea7746baf01, 
       "stream" : "A" "importance": "high"}
     { "name": OFC-12, "obfuscated-code": 0xfba7763eda0050a0041dc1246dafc20, 
       "stream" : "B", "importance": "low" }
 }

In this case too, multiple codes for the same metadata should be used to avoid the possibility of observing patterns based on frequency.
All the metadata including obfuscated codes are authenticated using a MAC (Message Authentication Code) to detect if it was modified on path. The transport and UDP options to carry this metadata are provided in clause 6.12.3.4.
Editor's note:	SA WG3 should check the proposed use of Obfuscated Codes and key orchestration.
[bookmark: _Toc160460601]6.12.3.3	Initial Configuration of Obfuscated Codes, Metadata and Keys
The application domain configures groups of obfuscated codes (OFC), each associated to a set of metadata. The groups of OFC/associated metadata are configured between the AF and NEF/PCF as outlined in 6.12.3.1, step 1. The out-of-band, secure configuration of OFC before use in per-packet media packets allows the preservation of privacy in the exchange of sensitive metadata while providing the basis for a simple lookup of matching metadata per-packet at the UPF.
The initial configuration includes setup of obfuscated codes (OFC), associated metadata and symmetric keys for verifying message authentication codes (MAC) used later in per-packet metadata. Groups of OFCs and associated metadata corresponding to a set of metadata (e.g. importance=x, delay tolerance=y, start/end) are setup as described in 6.12.3.2. In addition, keys for authenticating the metadata (OFC and other metadata as shown in Figure 6.12.3.4-1) are setup in this phase. The message authentication code (MAC) is only for the metadata in 6.12.3.4 (i.e. the media payload is not covered).
The configuration information above is sent from the application domain (AF) to 5GC NEF/PCF. Since the information includes symmetric keys and other sensitive data, an encrypted transport like TLS/HTTPS is required. The obfuscated codes/associated metadata and keys configured are used for media sessions between the application domain and 5GC that require such metadata (i.e. it is not per UE session). Thus, the UPF needs to handle only a limited set of configurations per application domain (and not per flow).
[bookmark: _Toc160460602]6.12.3.4	Per-packet Transport of Metadata
The metadata provisioned in 6.12.3.3 may in principle use any transport that can carry the data. However, this solution proposes UDP options in an encapsulated packet as it provides a transport that is general for various types of media packets (UDP and TCP if needed) while providing low overhead. Since UDP options do not need to be encrypted, the UPF does not need to decrypt the metadata for lookup, thus keeping the overhead at UPF to process the metadata low.


Figure 6.12.3.4-1: UDP Options with Metadata and AUTH
Figure 6.12.3.4-1 shows a media packet with UDP encapsulation and UDP options for OFC metadata (based on [21]) and AUTH (defined in [21]). The OFC metadata in Figure 6.12.3.4-1 is a new UDP option that carries the obfuscated code (OFC), Burst Quantum, Sequence Number and Timestamp. If the media server is not able to provide some information (e.g. Burst Quantum), the field is marked as "0".
The AUTH option carries a cryptographic digest of the metadata using the symmetric key that was set up between 5GC and the application domain in 6.12.3.3 that the UPF can use to verify if metadata has been altered on-path. The processing of OFC metadata can be done in parallel with MAC verification (rather than sequential operations of decryption followed by OFC metadata processing if the metadata fields were encrypted). MAC verification also incurs lower processing overhead (~about 2/3rds) than decryption.
Editor's note:	IETF standardization and IANA code for UDP option are required.
[bookmark: _Toc160460603]6.12.3.5	Classifying and Mapping into PDU sets 
The above clauses describe how application metadata can be transported from the media server to the UPF. However, the application metadata needs to be used to map into PDU sets.


Figure 6.12.3.5-1: Example of Obfuscated codes in media packets 
Figure 6.12.3.5-1 shows an example of obfuscated codes and other metadata (referred to as OFC metadata in UDP option in clause 6.12.3.4) that arrives at a UPF. The metadata - OFC mapping is configured as in clause 6.12.3.1 between application provider and 5GC and in this example it results in two groups (Group-1, Group-2). Each group has multiple codes for the same set of metadata (e.g. OFC1, 2 refer to start/end, OFC 3, 4, 5 a level of importance/delay tolerance).
The number of OFCs per group in the figure is for illustration only. In practice, enough codes per group should be setup and mixed randomly to obscure a pattern on the wire. The UPF can determine packets that belong to a PDU set using already configured OFC/associated metadata (see clause 6.12.3.1, step 2). The UDP encapsulation with OFC metadata is not forwarded on N3. The procedures at the UPF to map the OFC metadata to PDU set are independent of the protocol used for media transport (i.e. it may be RoQ [8], RTP/SRTP [5] [6] [7] or experimental header extensions [10]). The UPF maps the OFC metadata to PDU sets based on QoS procedures in clauses 5.7 and 5.35 of TS 23.501 [2] and procedures to be defined in Rel-19. How the metadata is conveyed in N3 is not in the scope of this solution.
[bookmark: _Toc160460604]6.12.4	Impacts on services, entities and interfaces
AF:
-	Extensions to provide application metadata to OFC configuration to the NEF (or directly to the PCF).
NEF:
-	Receives multiple sets of application metadata to OFC configuration from the AF.
PCF:
-	Receives multiple sets of application metadata to OFC configuration from the NEF (or directly from the AF). Creates PCC Rules that indicate that application metadata to OFC configuration applied to a PDU session.
SMF:
-	Creates N4 Rules for PDU session to associate application metadata to OFC configuration.
UPF:
-	Receives downlink packets and derives PDU set information from OFC/application metadata.


* * * * End of Changes * * * *
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